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Cybersecurity

Cybersecurity is “a means not only of protecting and
defending society and its essential information
infrastructures but also a way of prosecuting national and
international policies through information-technological

means’”’

Stevens, 2016



| trend attuali




Trend in cybersecurity

Globalizzazione

Cyberspace

Digital Transformation



Globalization
= ICT & crescita
economica, social well-
being

| Measuring

the WSIS Targets come determinante di

A statistical framework

migliori condizioni
economiche e di vita

Digitale come elemento
facilitatore




Connectivity e domini 1/2

25 billion connected devices
by 2025

Working patterns has been
accelerated by the COVID-19
pandemic — 40% of EU
workers switched to
telework in early 2020.

[oT devices da from 15.1
billion in 2020 a 29 billion
[oT devices in 2030.



Connectivity e domini 2/2

CYBEESPACE

Cyberspace

Cyberspace is a virtual reality
environment accessedthrough
computer networks.

— William Gibson, Neuromancer, 1984

Cyberspace is a new strategic
environment with its own

structures and imperatives
(Fischerkeller, M. P., Goldman P.O,
Harknett R. J, 2022)



Cyberspace & cybersecurity

Pervasivita e uso di
tecnologia implica la
dipendenza

Aumento degli attacchi

Impatto su fiducia nelle
1stituzioni

DISTRIBUZIONE DELLE VITTIME H1 2023

M Multiple Targets

W Healthcare

BmGov/ Mil /LE
ICT

M Financial / Insurance

M Education
W Manufacturing
W Professional / Scientific / Technical

News / Multimedia

B Wholesale / Retail

M Organizations
Transportation / Storage
Arts/ Entertainment

Other Services

W Energy / Utilities
W Telco
Hospitahility

B Construction
© Clusit - Rapporto 2023 sulla Sicurezza ICT in Italia - Aggiornamento Giugno 2023

Rapporto Clusit Primo Semestre 2023



Trends, gap e proposta di re-framing dei

modelli decisionali




Alcuni dati sugli attacchi
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Impact per sector
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'accelerazione dei cyber threats

Geopolitical threats.

The conflict between Russia and
Ukraine has leaped into cyberspace
through multiple cyberattacks,
affecting several countries.

Cyber attacks against public
agencies.

Attacks against government
institutions, including healthcare
organizations, have increased by over
150% compared to 2021.
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Attacks against the energy industry.

During the energy crisis in the EU, the
EU energy industry has been the
target of several cyberattacks that
have jeopardized its operations.

Al-enabled
Disinformation/misinformation.
Escalating Al-enabled disinformation,
deep fakes and disinformation-as-a-
service

Ransomware.

Security measures and the
emergence of new ransomware
operators increase competition. 60%
of affected organizations may have
paid the ransom.

DDosS attacks.

DDosS attacks are growing in
magnitude and getting more
complex, moving towards mobile
networks and IoT.

Crime as a service.
The price of malicious services

offered on the dark web has fallen,
due to increased competition.

Zero-day exploits.
Cyberhackers can better identify and
exploit these vulnerabilities to
achieve their goals.

Hacktivism.

Hacktivists-motivated cyberattacks
have been linked to conflicts and
social and human rights disputes.

ENISA Threat Landscape, 2022



Target

m Gov /Mil/LE
= Manufacturing
Multiple Targets
7 m Financial / Insurance
— mICT
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Il problema a livello organizzativo

p . Cultura cyber

ersone e capacita 85% degli attacchi si poteva
amminisirativa evitare

350,000 unfilled jobs in

s - Data B hi tigation Veri
cybersecurity in the EU in 2022 ata breach investigation verizon

Source: Cybersecurity Ventures



Il decennio di policy EU

EU Cybersecurity
Strategy: An Open,

GDPR
Safe and Secure (entryinto
Cyberspace force)
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Un contesto complesso dove
prendere deC|S|on|

ANSA.it » English » General News » Alarm after pro-Russian hackers attack Italian institutions

Alarm after pro-Russian hackers attack
Italian institutions

'Killnet' claims responsibility, Senate, defence min sites hit

<

Redazmne ANSA
@ ROME

12 May 2022
10:17

NEWS

» REGIONE
@ LAZIO £

A causa di un attacco hacker il sito non é
raggi
Ci scusiamo per il disagio, stiamo lavorando per ripristinare

tutte le funzioni nel pili breve tempo possibile. " Oman . IeS du ring a
Q00006 ransomware attack on a German
hospital

Universita It could be the first death directly linked to a cybersecurity attack
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Prospettive di analisi differenti
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| modelli di cybersecurity: threat-based
approach

Reduce the number of:
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Agrafiotis, |, et al. (2018)



| modelli decisionali: risk management
approach

Vulnerabilities

Reduce the risks
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| modelli decisionali attuali

‘ Decisioni

Technology
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Ehe New Hork Eimes

Cyberattack Forces a Shutdown of a Top U.S.
Pipeline

The operator, Colonial Pipeline, said it had halted systems for its 5,500
miles of pipeline after being hit by a ransomware attack.

%‘ Give this article A~ m
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Che impatto reale ha avuto l'attacco?
@

Published 4:34 p.m. ET May 12, 2021 | Updated 11:05 p.m. ET May 12, 2021

€he New York Eimes 0O v = A

Gas Pipeline Hack Leads to Panic

Buying in the Southeast \ 7 \
8 2

The national average for a gallon of regular gasoline rose 2 cents \§

on Tuesday, and some airlines began to take small measures in

response to the shutdown.

\ag%(i

Lines are wrapping \
around gas pumps in \

thGetisarice &> []  CJe the Southeast U.S.

> ox 0:02 | 0:53

People speed to the gas pump after Colonial Pipeline cyber attack
The disruption of the Colonial Pipeline, which runs over 5,500 miles, is threatening to leave Southeast gas stations with
little to no gasoline. Staff video, USA TODAY

AIRLINES

Pipeline outage forces American
Airlines to add stops to some long-haul
flights, Southwest flies in fuel

PUBLISHED MON, MAY 10 2021.9:11 PM EDT | UPDATED TUE, MAY 11 2021.9:25 AM EDT
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Servizi essenziali e valore a rischio

Capacity

building Outputs Outcomes

Societal ® ®

Organizational

Individuals '

LEGAL STUDIES
e SCENCE AND INTERNATIONAL
SECURITY TECHNOLOGY, REI:I?TION%NS

iabili . CYBERSECURITY SECURITIZATI
TJ?‘i’sajg;?nsa T::g;:s Impacts on individuals

i di Y Taxonomies of Consequences of and society
devices, and nterfaces harms disruption of operations
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Re-framing del problema

Without a holistic understanding of all possible impacts,
making good decision-making and policy choices about the

possible risks or harms is impossible.

Agrafiotis, I., et al. (2018)

“Disruption of essential services is also expanding as a problem area to a
multitude of additional policy domains not traditionally within the

narrow purviewof security.’

CYBER RISK

Cyber risk research impeded
by disciplinary barriers

Security progress requires cross-disciplinary collaboration

By Gregory Falco'-?3, Martin Eling*, Danielle Jablanskis, Matlhlas Webers7, Vlrglnla Millers,
T

Lawrence A. Gordon®°, Shaun Shuxun Wang, Joan

Mauro Elvedi's, Thomas Maillart's, Emy D

D 18, Eric Duranl:l19

Franklin Nutter??, Uzi Scheffer?, Gil Arazi?z, Gllbert Ohana?, Herhert Lin2425262728.29

vber risk encompasses a broad spec-
trum of risks to digital systems, such
as data breaches or full-fledged cyber
attacks on the electric grid. Efforts to
systematically advance the science
of cyber risk must draw on not only
computer science but also fields such as be-

. s havioral science, economics, law, manage-
U nlverslta ment science, and political science. Yet, many
BO cconi scholars believe that they have sufficient
MILANO 1066 29 NOVEMBER 2019 - VOL 366 ISSUE 6469

understanding of other fields to compre-
hensively address the inherently cross-disci-
plinary nature of cyber risk. For example, a
statistician might apply Bayesian modeling
to predict future cyber events, even though
it is not entirely clear what bearing historical
cyber events have on future ones. Computer
scientists might write on data protection
laws, yet with little knowledge of legal juris-
diction issues. Such gquestions of disciplinary

Published by AAAS

owmnership, the inability to coordinate across
disciplines, and the undefined scope of the
problem domain have thus plagued inher-
ently cross-disciplinary cyber risk research.
Drawing on global expertisec and challenges
from industry, academia, nmonprofit organi-
zations, and governments, we adapted the
classical risk-management process to identify
core research questions for cyber risk, gaps
in knowledge that need to be addressed for
advances in security, and opportunities for
cross-disciplinary collaboration for each area.
Although we mention specific disciplines re-
flective of our backgrounds, these are not the
only ones that should be conducting cyber
risk research.

CYBER RISK TRADECRAFT

We comnsider cyber risks to include “opera-
tional risks to information and technology
assets that have consequences affecting the
confidentiality, availability, or integrity of
information or information systems” (7).
But the scope of cyber risk has nonetheless
been difficult to characterize because there

sciencemag.org SCIENCE
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| gap nei modelli decisionali attuals

| modelli decisionali attuali riguardano la protezione dellinfrastruttura,
anziché la sicurezza dei servizi essenziali;

* |l focus di strategie e politiche & a livello organizzativo, e si considerano
prevalentemente elementi di previsione e mitigazione del rischio, anziché gli
effetti a cascata;

* | modelli attuali, non tengono conto delle interconnessioni tra servizi
essenziali né tra gli asset di organizzazioni diverse che contribuiscono
all’erogazione del servizio, generando il “siloed problem framing”

* Qli effetti della discontinuita di servizi essenziali riguardano gli output, come
la continuita del sistema e la performance organizzativa. Non tengono in
considerazione in modo sistematico il valore a rischio che riguarda gli
individui e la societa
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Il missing link: il valore a rischio

Espionage
and IP
crimes

1 Energetic crisis & self-sufficiency El,j 9 Economic and financial sustainability

2 Glocal supply chains 10 Digital awareness
@ (A
- : - ; T & [0
3 Misinformation 11 Logistics and infrastructures C = o
T 5 °
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5 Public health 13 Resource-dependency (] _é\ Q

B-—=Pk 00

6 Climate change 14 Essential services
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7 Terrorism 15 Urban platforms HHE
. . i
8 Connected government 16 Citizenship it
L

Organized
crime
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La nostra serie podcast

CYBERSECURITY

FOR PUBLIC VALUE

Boc¢eonti
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