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Agenda

• I Trend cybersecurity
• Threats, target e modelli decisionali
• Spunti per un’efficace gestione della strategia cyber: Re-framing dei

modelli decisionali



Cybersecurity 

Cybersecurity is “a means not only of protecting and 
defending society and its essential information 
infrastructures but also a way of prosecuting national and 
international policies through information-technological 
means”

Stevens, 2016



I trend attuali



Trend in cybersecurity

Digital Transformation

Globalizzazione

Cyberspace



Globalization

Digitale come elemento 
facilitatore

ICT & crescita 
economica, social well-

being

Information society 
come determinante di 

migliori condizioni 
economiche e di vita



Connectivity e domini 1/2

25 billion connected devices 
by 2025

Working patterns has been
accelerated by the COVID-19 
pandemic – 40% of EU 
workers switched to 
telework in early 2020.

IoT devices da from 15.1 
billion in 2020 a 29 billion
IoT devices in 2030. 



Connectivity e domini 2/2

Cyberspace

Cyberspace is a virtual reality  
environment accessed through
computer networks.
— William Gibson, Neuromancer, 1984

Cyberspace is a new strategic
environment with its own
structures and imperatives
(Fischerkeller, M. P., Goldman P.O,  
Harknett R. J, 2022)



Cyberspace & cybersecurity

• Pervasività e uso di 
tecnologia implica la 
dipendenza

• Aumento degli attacchi

• Impatto su fiducia nelle 
istituzioni 

Rapporto Clusit Primo Semestre 2023



Trends, gap e proposta di re-framing dei 
modelli decisionali
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Alcuni dati sugli attacchi

ENISA CIRAS, 2022
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L’accelerazione dei cyber threats

Geopolitical threats. 
The conflict between Russia and 

Ukraine has leaped into cyberspace 
through multiple cyberattacks, 

affecting several countries. 

Attacks against the energy industry. 
During the energy crisis in the EU, the 

EU energy industry has been the 
target of several cyberattacks that 

have jeopardized its operations. 

Ransomware. 
Security measures and the 

emergence of new ransomware 
operators increase competition. 60% 
of affected organizations may have 

paid the ransom. 

Zero-day exploits. 
Cyberhackers can better identify and 

exploit these vulnerabilities to 
achieve their goals.

Cyber attacks against public 
agencies. 

Attacks against government 
institutions, including healthcare 

organizations, have increased by over 
150% compared to 2021.

AI-enabled 
Disinformation/misinformation. 

Escalating AI-enabled disinformation, 
deep fakes and disinformation-as-a-

service

DDoS attacks. 
DDoS attacks are growing in 
magnitude and getting more 

complex, moving towards mobile 
networks and IoT.

Hacktivism.
 Hacktivists-motivated cyberattacks 

have been linked to conflicts and 
social and human rights disputes. 

Crime as a service. 
The price of malicious services 

offered on the dark web has fallen, 
due to increased competition. 

ENISA Threat Landscape, 2022



Target

Rapporto Clusit Primo Semestre 2023



Il problema a livello organizzativo

Persone e capacità 
amministrativa

350,000 unfilled jobs in 
cybersecurity in the EU in 2022

Source: Cybersecurity Ventures

Cultura cyber
85% degli attacchi si poteva 

evitare
Data Breach investigation Verizon



2013 2014 2015 2016 2018 2019

EU Cybersecurity  
Strategy: An Open,  
Safe and Secure  

Cyberspace

Cybersecurity
Package (CSA,  

Blueprint)

Cybersecurity  
Act:   

certification  
and ENISA  
(entry into  

force)

Strengthening Europe's  
Cyber ResilienceSystem  

and Fostering a  
Competitive and  

Innovative Cybersecurity  
Industry

Cybersecurity  
Competence  
Centre and

Network (entry

2020

Shaping Europe’s  
Digital Future

2021 2022

NIS2Directive  
(proposal)

Cyber-Resilience  
Act proposal

The EU's  
Cybersecurity  
Strategy in the  
Digital Decade

NISDirective  
(entry into  

force)

GDPR
(entry into  

force)

REDdelegated  
act

(entry into force)

2017
Medical  
devices  

(entry into  
force)

Machinery  
(proposal)

NIS2Directive  
adoption

2023

Cyber-Solidarity  
Act proposal

into forceD)igitalOperational
Resilience Act

(DORA)
adoption

Il decennio di policy EU



8

Un contesto complesso dove 
prendere decisioni 



Legal studies EconomiaScience & technology Scienze socialiSicurezza 
nazionale

Prospettive di analisi differenti
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Threats Vulnerabilities

RisksAttacks

Reduce the number of:

Agrafiotis, I., et al. (2018)

I modelli di cybersecurity: threat-based
approach
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Threats Vulnerabilities

RisksAttacks

Agrafiotis, I., et al. (2018)

I modelli decisionali: risk management 
approach

Reduce the risks
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Technology

Decisioni

I modelli decisionali attuali
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Che impatto reale ha avuto l’attacco?



24

Societal

Organizational

Individuals

Outputs Outcomes

3

Capacity  
building

4

Servizi essenziali e valore a rischio
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Without a holistic understanding of all possible impacts,  
making good decision-making and policy choices about the  
possible risks or harms is impossible.

Agrafiotis, I., et al. (2018)

Re-framing del problema 

“Disruption of essential services is also expanding as a problem area to a  
multitude of additional policy domains not traditionally within the
narrow purviewof security.”
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• I modelli decisionali attuali riguardano la protezione dell’infrastruttura,
anziché la sicurezza dei servizi essenziali;

• Il focus di strategie e politiche è a livello organizzativo, e si considerano
prevalentemente elementi di previsione e mitigazione del rischio, anziché gli
effetti a cascata;

• I modelli attuali, non tengono conto delle interconnessioni tra servizi
essenziali né tra gli asset di organizzazioni diverse che contribuiscono
all’erogazione del servizio, generando il “siloed problem framing”

• Gli effetti della discontinuità di servizi essenziali riguardano gli output, come
la continuità del sistema e la performance organizzativa. Non tengono in
considerazione in modo sistematico il valore a rischio che riguarda gli
individui e la società

I gap nei modelli decisionali attuali
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Il missing link: il valore a rischio
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La nostra serie podcast
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